Wireless sensor networks (WSNs) have widely applied in many applications. But, a security is considered one of their main problems. There are many different types of the security attacks faced WSNs. The suggested research focuses on using the mobile agents approach to improve the security systems for the WSN that can deal with the sinkhole and clone attacks. The suggested system has been applied for a WSN used in communicating between an electronic accelerator system and its control unit as a case of study. Comparing the obtained results by the proposed system and some traditional systems, the suggested system has proved its good acceptance for applicability in the real-time situations.
II. Wireless Sensor Networks Security Types
Security systems for the wireless sensor networks have additional unique challenges compared to a wired network due to the open nature of the access medium. In general, wireless networks suffer from higher number of security threats rather than the wired networks. The attackers can access the wireless sensor network easily due to its transport medium. Besides, the data are being broadcast via radio waves rather than transmitted over the wired networks [6] . However, there are various types of attack in WSN. Some of them are explained as follows:
 Sinkhole Attack
In sinkhole attacks adversary changes the path of the entire traffic of the packets to a compromised node. So, the adversary's can attract traffic from a certain area through a compromised node and create a metaphorical sinkhole at the center. Sinkhole attacks can enable various other kinds of attacks such as selective forwarding [6] .
 Wormhole Attack
In the wormhole attack, an adversary tunnels' messages are received from certain node in the network and replays them for another node. Therefore, in a wormhole attack, the adversaries cooperate to provide a low-latency side-channel for communication. This ability may cause neighboring nodes to favor the attacker for routing.
 Clone Attacks
In this type of attack (also known as node replication attack) an attacker adds a node to the nodes of the sensor network by replicating the node ID of an existing sensor node. This causes a disconnection of the WSN's communication such as packets can be corrupted or misrouted. However, failure in the sensor readings can be appeared. Moreover, these cloned nodes can be deployed in different locations of the sensor network. This can cause a failure for the whole wireless sensor network [8] .
III. Mobile Agents and Wireless Networks
The traditional protocols of the WSNs have used the computer-to-computer communication as Remote Procedure Calling (RPC). It enables a computer to call procedures in another computer across the network [9] . Each message transmitted by the network either request or acknowledge is represented as a procedure's task. A request includes data that are the procedure's argument. While, the response includes data that represents its results. On the other side, mobile agents have used as an alternative method that belongs to computer-to-computer communication methodology. It is a remote procedure that has used Remote Programming (RP) to enable a computer to call procedures in another computer and supply the procedure to be performed [10] . The messages transport in the network contains a procedure only, while the data is static.
However, mobile agents are programs that can move from one computer to another in a network or at times to any host of their choice making them autonomous. Using the mobile agents for WSNs can improve their performance and saving the data. But, on the other side, moving the mobile agents around the network can face with some threats. Thus, there are four known threat MA, namely: The Agent-to-Host, Agent-to-Agent, Host-to-Agent, Other-to-Agent Host attacks are the kinds of security attacks that are possible in a Mobile Agent System [11] .
Many security systems have been developed for wireless sensor networks using the mobile agents approach but they still suffer from some complexity and depend on their application [12] [13] [14] [15] [16] . So, the proposed system introduces a novel system that can improve the performance of the security system for WSNs.
IV.
Proposed Security System
The proposed system has suggested the uses of mobile agents for the WSNs security. The suggested system uses mobile agents for collecting and analyzing the data in the wireless environment. It uses different types of agents to detect the attacks. They are: collector agent, misuse detection agent, attack detection agent, and alert agent.
1-Collector Agent
The collector agent collects the data from the wireless environment. Then, it stores the data in the file.
2-Misuse Detection Agent
The misuse detection agent is used to analyze the data acquired for having attacks in network, and reports it to alert agent.
3-Attacks Detection Agent
The attacks detection agent is used to detect the attacks face the WSN.
4-Alert Agent
The alert agent is used to alert the system if any attack occurs in the network. However, the operation of the proposed system can be described as: The collector agent is used to acquire the data from the wireless environment and stores it as a file. This file is used by the misuse detection agent. It analyses the data by matching it to its reference. If there is any attack appeared, it reports it to alert agent and updates the database about the attack. On the other side, the proposed security algorithm is concerned with two main types of attacks. They are: Clone and sink hole attacks. Each of these attacks is handled by a separate module.
a) Proposed Mobile Agents Based Clone Attack Detection (MACAD) Algorithm
The proposed Mobile Agents Based Clone Attack Detection (MACAD) Algorithm can be explained in the following steps: 1-Identify the location of each node (for ex: node A) in the network and also identify its location and signature for a group of its neighbor nodes (N). 2-Mobile agent gets the signed location claim of each node and stores it in its defined cell in the node's information matrix. This matrix is constructed through the mobile agent routing algorithm. 3-At run-time, each node must be verified by its signature and plausibility of location by each node in its neighboring group (N). 4-If more than one entry for signed location claim is appeared in a single cell of an information matrix of one node. This is achieved only when mobile agent has a different latest location claim for the same node i. In this case, mobile agent broadcasts the two conflicting claims as evidence to the network's nodes in order to prevent this repetition. 5-The proposed system broadcasts the event to every node in the entire network. Therefore, a real node will not replay for the inaccurate information from malicious. 6-The proposed system has used the mobile agents to execute steps 4 and 5.
b) Mobile Agent Based SinkHole Attack Detection (MASAD) Algorithm
This module of the proposed system has used the Mobile Agent Based Sink Hole Attack Detection (MASAD) Algorithm for routing the data by avoiding the sink hole attack. It can be explained as follows: 1-The node's information matrix is acquired through mobile agent routing algorithm. 2-If the network needs to send the data packets from node A to node B, it can be transmitted by the MASAD algorithm based on node A's information matrix referring to the cell in Ath row and Bth column).
Mobile Agents for Wireless Network Security
DOI: 10.9790/0661-1804017782 www.iosrjournals.org 79 | Page 3-The algorithm firstly examines matrix AB of A's matrix to determine the availability of communication. If matrix AB finds a connection between A and B. The data packets are sent to B directly and the algorithm ends the routing. 4-Otherwise, check the cache of node B in column B and find out all the items that are not equal to zero in B. These items are the second level nodes of node B. If all the items in B has no valid route between node A and node B, the routing ends. 5-Set the maximum number of hops to reach the destination as n. 6-Initialize m =1. Where m = current number of hops. Increment m by one for each second level node of node1 to node n. This process continues till it reaches to node A. So, there is a connection path between nodes A and B. The maximum repeated hop with less weight is selected as the optimal one every time. Achieving the maximum agent counter value that has less matrix's value of AB for every neighboring nodes A and B can decrease the chance of paths containing sink hole.
JADE (Java Agent Development framework) software framework is used to implement the proposed mobile agents' security system for wireless sensor network.
V. Applicability of the Proposed System and its Results
The proposed system has been applied for a wireless sensor network that can communicate between an electronic accelerator system and its control centre.
Simulation is carried out for randomly deployed area of 10m × 10m between the accelerator and the control centre. The proposed system and three common traditional systems: SHELL, LFAP, and PANJA are evaluated by applying for this test area [2] . The four systems are used to detect the clone and sinkhole attacks at different deployed nodes. The performance of the proposed system with and without incorporating the mobile agents is evaluated. Their obtained results from these systems are compared. The following figures present these comparisons between the test security systems. Fig. (1) : Comparison between the number of Clone Detected Attack by the proposed system with mobile agents and the three traditional security systems at deployed nodes. Fig. (2) : Comparison between the number of Sinkhole Detected Attack by the proposed system with mobile agents and the three traditional security systems at different deployed nodes Fig. (3) : Comparison between the accuracy of detecting clone Attack by the proposed system with mobile agents and the three traditional security systems Fig. (4) : Comparison between the accuracy of detecting Sinkhole Attack by the proposed system with mobile agents and the three traditional security systems Fig. (5) : Comparison between the accuracy of detecting Clone Attack by the proposed system with and without mobile agents and the three traditional security systems Fig. (6) : Comparison between the accuracy of detecting Sinkhole Attack by the proposed system with and without mobile agents and the three traditional security systems It is found that, the proposed system has detected more number of malicious nodes in all the tested cases when compared to those detected by the other three traditional security systems at different deploying nodes. Also, the accuracy of the proposed system is proved to be higher than those gotten from the tested traditional security systems.
On the other side, the achieved results show that the accuracy of the proposed system with incorporating the mobile agents have more accuracy rather than using it without the agents.
However, the obtained results proved the goodness of the proposed system with mobile agents and its improving for the WSN's security rather than the present systems.
VI. Conclusion
Secure communication is one of the major challenges in WSNs due to the various types of attacks that decrease the overall performance of the networks. So, the security based research and applications of WSN have attracted researchers' attention. The proposed system introduces incorporating the mobile agents methodology for the security system of the wireless sensor networks. It concerns detecting two main types of the WSNs' attacks, they are: clone and sinkhole attacks. To detect the clone attack, the suggested system learns the node locations for group of its neighbor nodes with very less communication overhead. By checking these neighbors, the security system can determine the real node from the claim ones. Also, this proposed system can provide necessary knowledge to every sensor node in a Wireless Sensor Network to determine the real communication path to avoid the packets to pass through the sinkhole attack. The proposed system has been applied for a WSN used to communicate between an accelerator system and its control centre. Its results are compared with those achieved from three common security systems. From the obtained results, it is found that, the proposed system has improved the accuracy of detecting the clone and the sinkhole attacks in all the cases, because of:
1-The accuracy of the proposed security algorithm is increased due to the power of its conceptual security that concern tasks against the natural of each type of attacks without using the mobile agents. 2-The accuracy of the proposed system is increased more by using the mobile agents' methodology at different numbers of nodes. The mobile agents avoid movement of the data through the network. Accessing the data represents the goal of the attackers. So, although the media of the WSN is easy to access by attackers, the uses of the mobile agents prevent them from accessing the data. Therefore, the accuracy of the security system of WSN is significantly improved.
On the other hand, the proposed system has decreased the time of detecting the attacks by using the mobile agents at different numbers of nodes, because of: 1-The time of moving the data for the node having the tasks to be applied is higher than moving the mobile agents having the tasks. So, using the mobile agents has decreased the time. 2-Using the mobile agent can decrease the time for sending the messages and acknowledgments through the network.
Thus, decreasing the analysis and number of operations needs to be done till achieved the required tasks.
Therefore, the suggested mobile agent security system has improved the performance of the present security system for the wireless sensor networks in the real situations. So, it has a significant success to be applied in the practical sites.
